Cyber Resilience Act Webinar:
Question Follow Up 

Thank you for attending the webinar yesterday afternoon.  Further to the webinar, I am following up with clarifications to the questions that were asked, including reference to the EU Commission CRA Summary page and the FAQ guidance that you can use to help determine applicability, responsibility and obligations.
This document is a living document where updates are regularly made based on clarifications that are asked for.
Q1:  Please clarify where the line is drawn regarding which software is included within the scope. For example, would a customer service program that can be installed locally be considered in scope, while the same functionality provided purely as a web-based service would fall outside the scope?
In Chapter 1, Scope, of the FAQ guidance the determination of applicability sets out 3 cumulative effects that can help determine if a product is in scope:
1. Whether it meets the definition of a product with digital elements;
2. Whether it is available on the market;
3. Whether its intended purpose, or reasonably foreseeable use, includes a direct or indirect logical or physical data connection to a device or network.
Examining in further detail, a product with digital elements is “a software or hardware product and its remote data processing solutions, including software or hardware placed on the market separately”.
The first example of the forms a product with digital elements can take is given as:  “Standalone software that can be downloaded and installed on a device, e.g. a mobile app via an app store, or a program that can be downloaded via a website”.  Therefore the software in this example would be considered as a product with digital elements.
The second requirement is if it is placed on the market.  Placing on the market is defined in the CRA as “the first making available of a product with digital elements on the Union market” and making available is defined as “the supply of a product with digital elements for distribution or use on the Union market in the course of a commercial activity, whether in return for payment or free of charge”. 
This definition essentially covers free and open-source software being used in the course of commercial activities, but also ensures products developed for a manufacturers own use are exempted, i.e. they are not placed on the market. 
Therefore, if the software is being made available for use within the Digital Single Market, even if provided free of charge, it would meet the 2nd criteria.
The determining factor is therefore the 3rd criteria:  whether its intended purpose, or reasonably foreseeable use, includes a direct or indirect logical or physical data connection to a device or network.
To understand this criteria, it is useful to look in more detail at Recital 9 in the Act which states:  “That obligation relates to both products that can be connected physically via hardware interfaces and products that are connected logically, such as via network sockets, pipes, files, application programming interfaces or any other types of software interface”.  
The guidance sets out that a logical connection can be direct, e.g. when a browser establishes an HTTPS session to access a website or an email client initiating an SMTP exchange, or it can be indirect.  An indirect connection would be where the product itself does not initiate the communication but runs on a host system that does e.g. an offline text editor or calculator that are indirectly connected via the operating system.
If the software in this question is installed on a local system that has no network connection whatsoever, and is completely standalone, only then it may fall outside the scope.  One has to look at the Recitals to see the intent, and Recital 9 is clear that indirect connections are seen as an attack vector and should therefore be within the scope of the essential security requirements of the CRA.
Software that will communicate from a local client to a remote back-end will definitely fall in scope of the CRA.  Even if data is stored locally, if the app has any form of indirect connection to a network or other device, it will fall in scope.
The same functionality provided purely as a web-based service will also be in scope.  Only websites which do not support the functionality of a product with digital elements would fall outside of the scope of the CRA.  
For example, the customer service program is accessed via a login to a website.  The customer service functions available through that website access would be part of the product functionality and in scope.  However, if the website also provides other information that has no bearing on product functionality, that part of the website would be out of scope.
Q2:  If a mobile app is developed stand-alone (i.e., not together with or as part of a physical product), would such a stand-alone mobile app be excluded from the scope of the CRA?
No.  The placing on the market together or separately requires one to look at the criteria for the product which is being placed on the market.  
The mobile app in this case would be considered a product with digital elements (software), and an indirect connection to a network (by virtue of being run on a mobile operating system as discussed in Q1).  The determining factor here would be if it is made available on the market or just used by a manufacturer – if the latter, then it would be outside of the scope.
The consideration is again Recital 9 with its focus on indirect connections becoming an attack vector which can be used to result in a more significant compromise.
Q3:  SaaS providers are not covered by NIS2? Is that correct? Many organisations seems to think otherwise.
To clarify, it depends upon the SaaS service.   The NIS2 directive has a provision for Managed Service Providers to be in scope of Annex I.
A Managed Service Provider (MSP) is defined in NIS2 as “An entity that provides services related to the installation, management, operation or maintenance of ICT products, networks, infrastructure, applications or any other network and information systems, via assistance or active administration carried out either on customer’s premises or remotely”.
An ICT product is defined in the EU Cybersecurity Act as “An element, or a group of elements, of a network or information system”.  A network or information system is defined as:
· An electronic communications network
· Any device or group of interconnected or related devices, one or more of which, pursuant to a programme, carries out automatic processing of digital data, or
· Digital data stored, processed, retrieved or transmitted by elements covered under the points above, for the purposes of their operation, use, protection and maintenance
The wording in the Directive is somewhat vague, and one can consider that provision of services relating to an ICT product, application or any other network or information system would fall in scope.
However, research indicates that the legal interpretation of a MSP is that it is SaaS providers that typically provide infrastructure and platforms who are in scope of the NIS2 directive, but SaaS providers supplying other software services (for example, HR or CRM functionality) which are built on cloud platforms are not in scope.
However, if customers of a SaaS provider not in scope are subject to NIS2, then they will impose the supply chain security requirements on their supplier. 
NIS2 and the CRA are complimentary pieces of legislation to ensure a high level of security across critical organisations and those who provide products with digital elements.  
Q4:  Could you elaborate on the responsibility of assessing a specific "open source" package.   What is OK in terms of determining if i can use a specific package or not?
I can elaborate a little more on this without the time constraints of the webinar.  
The Commission, when drafting of this legislation, has taken several factors into account with regard to free and open-source software (FOSS):
1. Many cybersecurity products qualify as FOSS tools, and
2. Micro, small and medium enterprises should not be disadvantaged against large enterprises and have to use high-cost tools.
As such, there are no restrictions on use of a FOSS component, but it places the due diligence on the manufacturer to ensure that any component they use does not create security vulnerabilities.
The level of due diligence by a manufacturer will depend upon the level of risk that a component presents.  
If a FOSS component does not have a security attestation, manufacturers are free to initiate an attestation if they are heavily reliant on such components.  The attestation is intended to be available and affordable to free and open-source developers so this is a possible way to obtain assurance and demonstrate due diligence.
Recital 34 indicates activities to demonstrate due diligence should be appropriate to the nature and level of cybersecurity risk associated with a given component.  Suggested actions that can demonstrate due diligence include:
· Verifying with the manufacturer of the component they are in conformity
· Checking if the product has a CE marking
· Verifying if regular security updates to the product occur
· Checking its security updates history
· Verifying it is free of known vulnerabilities, particularly the EU vulnerability database set up under the NIS2 Directive
· Conducting additional security tests
Q5:  I have a question regarding the scope of the CRA and DORA.
If a bank has a website where customers can log in to apply for a new loan or set up a payment in order to receive funds, would that website fall outside the scope of the CRA, since they do follow DORA?
It would fall under both pieces of legislation.  
Whilst there are many similarities between the laws, it should be understood that DORA is sector specific, whilst the CRA is product specific.
DORA addresses the operational resilience of an organisation which is just one facet of the information security landscape, whilst the CRA sets out essential security requirements of products that they provide e.g. the banking application.  
Both require a functional risk managed approach to security and resilience but the CRA sets out the essential cybersecurity measures required to protect products in addition to the operational resilience in DORA.

Q6:  If the bank additionally develops a mobile app where customers can perform the same functions, would that instead fall under DORA, or should the CRA still be considered applicable?
As above, the app as a product with digital elements would be required to meet the essential cyber security requirements of the CRA whilst the organisation needs to meet the operational resilience requirements of DORA.
It should be noted that harmonisation work across all the legislation is an ongoing activity within the EU and that the overlapping requirements should not be a burden on an organisation but the laws address different areas of the cybersecurity risk landscape. 



